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Abstract

This White Paper explores the advantages of implementing an algorithmically supported
Global Regulatory Framework (GRF) for companies operating in at least three differently
regulated jurisdictions. It outlines the necessary framework conditions, procedures, and
potential benefits to help globally active firms navigate increasingly competitive and dynamic
environments. These dynamics are currently shaped by geopolitical tensions among major
powers including the USA, EU, China, Russia, and India, where regulation has emerged
as a strategic tool to influence market conditions for domestic and international players.
For multinational enterprises, this regulatory complexity presents both opportunities and
significant cost-intensive risks that directly affect profit margins.

Given that regulation is a mandatory element of any regulated business model, mathe-
matical principles of complexity management can be leveraged to reduce both regulatory
risk and compliance cost. To this end, companies should adopt a GRF tailored to one of
three governance-driven implementation scenarios: a maximum approach applying a
unified global policy, a minimum approach with jurisdiction-specific guidelines, or a ,set-
cover* approach where a core framework defines common standards while local deviations
are handled through supplementary rules within a standardized system. The latter,
informed by the computational set-cover problem, allows for algorithmically optimized
management of regulatory complexity.

By deploying such a model, companies can achieve cost reductions of over 30% while
simultaneously minimizing legal and operational risks in a structured and sustainable

manner.
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1 Transnational Regulation Amid Shifting Global Conditions

The momentum of industrial and political change is gaining momentum internationally.
Disruptive changes in global business are already being felt in the areas of geopolitical
distribution struggles, technology development and regulation, and not just since the start
of the second Trump administration at the beginning of 2025."

The dynamics between states and multinational enterprises (MNEs), i.e. organisations
that produce or control goods or services outside their home country, have continued to
accelerate. This will inevitably have a massive impact on the strategies and operational
capabilities of multinational institutions.?

Essentially, the main players have remained the same and can still be divided into Western
and (South-)Eastern groups. However, this classic dichotomy is increasingly being broken
down by the expansion of the BRICS group vis-a-vis the G7.3

The driving forces behind the underlying efforts to achieve efficiency and market advantages
are well known and can be explained by two established concepts: Kondratiev waves
and Moore‘s Law, named after a Soviet economist and an American tech entrepreneur.

Regulation
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Figure 1: Tightening of regulation due to global developments

Huang‘s Law can now be added as an optional supplement. This law states that the
performance of computer chips that power artificial intelligence more than doubles every
two years, regardless of their technical design. Jensen Huang is a Taiwanese-American
entrepreneur and CEO of Nvidia.*®

Since the establishment of the International Monetary Fund (IMF) and the World Bank,
based on the dominant market positions of the G7 countries, trade barriers have been
continuously dismantled. Global trade grew, fuelled by neoliberal political trends.®
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Technological advances in communication, virtual storage (5th Kondratiev cycle, 1970-
2010) and supercomputing (6th cycle, 2011-2040) led to an era of hyper globalisation,
reinforced by the dot-com bubble 30 years ago and the tech boom of the last 15 years,
despite the euro crises and localised geopolitical (proxy) conflicts.” Even recently, with
tariff turmoil, tougher sanctions and political uncertainty in the Western hemisphere, global
exports continued to rise.®

Since the World Economic Forum in 2024 and with the actions of the second Trump
administration since January 2025, it has become clear that the world is entering a phase
of deglobalisation, characterised by growing nationalism, tariffs and increasing regulation.®
Figure 1 shows a forecast of global exports that underscores this trend.
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Figure 2: Technological developments influence regulation

Although not entirely independent of this, efficiencies are developing unabated globally.
The biggest drivers of development are the rapid advancement of supercomputing and
quantum computing, as well as the various forms of artificial intelligence. Figure 2
shows the principle of efficiency gains described by Moore's Law and Huang's Law.
This remains the growth engine for global tech companies from the US (Google, Microsoft,
Nvidia), the EU (ASML, SAP, Prosus), China (Tencent, Alibaba, ICBC), Japan (Sony,
Toyota, SoftBank), South Korea (Samsung, SK Hynix) and Taiwan (TSMC, Foxconn,
MediaTek)."°

Technological developments are therefore necessitating further or new legal regulations in
the near future. While only around 50 Al-related regulations were identified internationally
between 1974 and 2010, this number is set to rise to over 100 by 2030. The EU Al Act is
just one of many examples. The same applies to DORA and NIS2." In summary, there
are currently two main drivers for regulation in international business transactions:
geopolitical competition and technological developments.
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The US is seeking deregulation to stimulate economic growth, but due to its federal struc-
ture, it has one of the most complex legal systems in the world, with tens of thousands of
laws, some of which contradict each other.'? The EU also has thousands of regulations due
to the large number of member states and their still heterogeneous political objectives."
The People’s Republic of China, on the other hand, has only a few hundred national laws
that support clearly coordinated overarching economic objectives.

The prioritisation of national interests and the disharmonisation of globally oriented value
chains, right through to politically motivated attempts at deglobalisation, are forcing
multinational companies to invest more rather than less in ensuring that their international
business transactions comply with the rules.™

Manufacturers and operators of critical infrastructure are particularly affected, such as the
financial market, technology manufacturers, energy companies, water companies, players
in transport and logistics, telecommunications, and the pharmaceutical sector.'®

This publication, ‘Global Regulatory Framework’, analyses current market developments
and their impact on the regulatory environment. It shows how a Global Regulatory
Framework, based on combinatorial methods, can help internationally active companies
to manage regulatory and compliance requirements more efficiently than before. Uniform
integration into guidelines, processes and control systems, supplemented by algorithms
and decision support systems, ensures massive efficiency and cost advantages.
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2 Situation Analysis

Fundamental changes are taking place in the modern business world. Free trade is being
restricted, customs duties are being used to restructure public finances and protect national
economies from competition. Economic sanctions are part of a competition between
systems and technological developments are continuing to gain momentum unabated.'®
This is evident from various factors:

Free trade with structurally low tariffs in global supply chains is a thing of the past.
Since 2020, tariffs between the US and China have remained steady at around 20%."” The
US is considering imposing tariffs on each of the BRICS countries. Although Canada is a
neighbour and close strategic partner of the US, aggressive tariffs have been imposed on
Canada. Canada responded with retaliatory tariffs of 25% on US goods worth 20.6 billion
dollars.'®1°

The EU is also affected by the US measures, which is why counter-tariffs amounting to
€26 billion on US products were announced, effective from April 2025. Furthermore, in
October 2024, the EU imposed punitive tariffs of up to 35.3% on Chinese electric vehicles.?®
In response, the People‘s Republic of China has imposed counter-tariffs of up to 125% on
US and European goods and imposed export bans on strategic goods such as rare earths.
The situation is highly volatile and there is no end in sight to this trade policy uncertainty.?'

Regulation

Global Shifts: Tariffs, supply shortages, sanctions, and global trade conflicts
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Figure 3: Tariffs, sanctions & shortages

Moreover, free trade routes are also threatened by geopolitical tensions. This
can be seen, for example, in the 25% slump in trade through the Suez Canal due to
attacks on this trade route from Yemen.?? Another example is the dispute between the US
administration and the Panamanian government over control of the Panama Canal and
increased investment by the People‘s Republic of China in Latin America. As a result,
U.S. troops were stationed in Panama and contracts with Chinese logistics providers were
terminated.?*2*
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Trade routes in the Black Sea are also restricted by the Russian-Ukrainian war, which
is significantly impacting global grain trade due to the export strength of Ukrainian
agriculture.? These developments are putting pressure on highly optimised supply chains
and leading to production and market disruptions, and even market failures, in producer
and consumer countries.

A similar dynamic is emerging from the West's sanctions policy. This is resulting in a
shift in trade flows and the formation of economic alliances. Trade between the Russian
Federation and the People’s Republic of China rose by 64% to 240 billion dollars by 2023.
There are no signs of this trend levelling off.2

Attention should also be paid to the growing efforts to circumvent sanctions: states,
companies, and individuals are developing strategies and putting them into practice, for
example, through re-exports or shell companies. German exports to Kazakhstan rose
by 268%, motivated by resales to the Russian Federation.?”?® This dynamic is shown in
Figure 3.

The final segment of the incomplete list of drivers of change is unbridled technological
momentum. The current era is characterised by high adoption rates in the following areas:
cloud and edge computing, artificial intelligence, climate technologies, bioengineering,
robotics, quantum technologies, and space technologies.?°%03!

Technological developments are creating further fields of application, which are associated
with enormous challenges. According to Moore‘s Law, the number of transistors doubles
every two years. However, the computing power required for Al training doubles every
three to four months, which represents a 300,000-fold increase since 2012.3

Quantum computers, which are expected to reach market maturity in the next two to
five years, pose a threat to encryption systems currently in use. This applies to both
symmetric and asymmetric encryption. According to the BSI, measures must be taken
now. The transition to ‘post-quantum cryptography’ is therefore a priority. However, only a
few institutions in the EU are acting so far, even though this requirement has now become
law in the US.32

National legislators are attempting to counteract this trend, but the inevitably
heterogeneous requirements they impose create a level of complexity that is almost
impossible for internationally active institutions to manage. Examples of these unique,
cross-border regulations include the EU Al Act, the NAIl Act in the United States, and
supplementary Al regulations in the People‘s Republic of China.?* Figure 4 lists laws from
various countries, illustrating the complexity of the legislation.

The People‘s Republic of China has accepted the competitive challenges posed by the
West and is continuing to regulate the use of Al technologies, such as biometric classi-
fication and the so-called ‘alignment problem’, i.e. the ethical behaviour of Al systems.%536

In order to slow down the creation of infrastructure for development in the People’s Re-
public of China, the US has subjected the semiconductor industry to increasing
regulation. In April 2024, the US government published a 166-page document on import
regulations for Chinese semiconductor companies.
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Although the US officially pursues a policy of deregulation (‘Unleashing Prosperity
Through Deregulation’), a closer look reveals a contrary trend. The EU also formulates
debureaucratisation as a political goal at the highest level. However, random samples
show that the number of pages in the text of data protection law has risen from 100 pages

GRM'

in 2016 to almost 600 pages in 2024, one of many examples of growing complexity.3"8
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Figure 4: ‘Book of Law’ for the world's largest jurisdictions

Responsible management must therefore assume that deglobalisation will lead to more
government intervention sooner rather than later. Data will have to be stored more locally
than before, capital controls will increase, and fewer IT service providers will be able to
be commissioned. Take DORA, for example. The management of IT service providers will
become so complicated that financial companies will simply reduce the number of service
providers they use. As a result, stricter regulatory requirements will hamper innovation
and efficiency, the most important drivers of value for companies.®**4° As bitter as this
conclusion may be for strategic investors and shareholders, it is becoming a reality.

Managements must face up to these new realities. Risk assessments need to be adjusted
in light of sanctions-related trade barriers, regulatory obstacles to innovation, hybrid
conflicts and contradictory local laws.*14243

Otherwise, structural competitive disadvantages will arise, manifesting themselves in
companies’ inability to respond to trade policy measures in a prepared manner, their
inability to compensate for innovation deficits, and their high probability of being unable to
withstand hybrid attacks.

Nevertheless, this development is to be welcomed. Even if stricter regulation causes
higher costs in the short term, it can lead to more stable markets and greater confidence
among investors and consumers in the long term.
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Global risk shifts
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Figure 5: Oil crisis and digital transformation — 2000 to 2010

Following the financial crisis of 2008, Basel Il introduced stricter capital requirements.

This halted the erosion of confidence in the capital markets in the short term and enabled

markets to prosper. Figures 5, 6 and 7 show the changes in risk clusters from 2000 to 2030

because of the developments mentioned above.

Global risk shifts
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Figure 6: Technological acceleration and regulatory brakes — 2010 to 2020

Another example of inadequate regulation is provided by the energy market in California

in the 2000s. It led to manipulation, price explosions and considerable instability in the

grid supply. Only after stricter regulations were introduced did stability return, which has

continued to this day.*45
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Global risk shifts
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Figure 7: Al risks and system crises — 2020 to 2030

In summary, it can be said that companies will not face new risk combinations and expo-
sures in 2025, but rather different ones. Regulatory requirements represent a significant
and growing part of this risk exposure. Regulation is not primarily a legal challenge but is
becoming a strategic imperative for responsible corporate action.

3 Operational Challenges in Managing
Regulatory Requirements

Inadequate management of geopolitical, technological, and regulatory risks leads to
competitive disadvantages in developed, global markets. Tighter regulation as a result
of trade conflicts can prove costly, stifle innovation and put further pressure on margins.
At the same time, short-term expenses incurred to comply with stricter regulations will be
more than offset in the long term by a higher level of maturity in the business organisation.
They strengthen the business model, as higher barriers to market entry protect existing
market shares from potential new competitors. The laws listed in Figure 8 clearly illustrate
the steady tightening of the regulatory environment.

Following the financial crisis of 2008, the Dodd-Frank Act in the US and Basel Il in the EU
were introduced to enforce higher capital requirements. The aim was to reduce systemic
risks, but this also meant that new market participants in the financial industry could only
enter the market at considerable expense. As a result, only a few financial technology
companies that started out promisingly were able to survive against the established
institutions. The Cambridge Analytica scandal in 2018 also led to stricter data protection
laws, resulting in tighter GDPR regulations. Massive hacker attacks such as WannaCry,
NotPetya, SolarWinds and FTX led to new laws to secure critical infrastructure.*®

At the same time, however, barriers to the exchange of information are rising. Another
sign of economic divisions and thus partial deglobalisation is the increasing restriction
of the free internet. Information control and the barricading of knowledge prevent the
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free exchange of information. One example of this is the ‘Great Firewall’ of the People‘s
Republic of China, which massively regulates data traffic to and from China.*

As aresult, scientific exchange is reduced and international researchers have increasingly
less access to Chinese studies. More importantly, the development of regulatory
requirements between mainland China and special economic zones such as Hong Kong
is becoming less transparent and predictable.*

Achieving regulatory compliance in business organisation in this volatile environment is
complex and expensive. Companies face a three-way conflict: complying with local
requirements in the respective jurisdiction, complying with international requirements,
and maintaining economic operations.

Geopolitical and technological pressures result in a highly dynamic regulatory environment
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Figure 8: Global regulatory change

Negligence in maintaining compliance can have drastic consequences and result in
significant costs. These can include heavy fines, damage to reputation, operational
restrictions, and even interruptions to business operations.

Examples of sanctioned violations include the PayPal incident involving a data leak in the
sensitive customer data segment, accompanied by a two million dollar fine imposed by
the New York Department of Financial Services financial supervisory authority in January
2025, and Glencore‘s admission of guilt to bribery and market manipulation in the USA,
Brazil and the UK, resulting in a fine of 1.1 billion dollars and an 18% drop in its share price
in the same year (see Figure 9).444° Some industry sectors are more heavily regulated and
therefore face greater challenges. These include aviation and avionics, the pharmaceutical
industry, energy suppliers, and particularly the financial sector.®®

These increased requirements not only result in high costs, but also often slow down the
market entry of new providers, which in turn strengthens the market power of established
companies in the financial industry.5' As a result, compliance costs have risen dramatically
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over the past five years and will continue to rise. In the EMEA region, regulatory spending
amounted to $85 billion in 2023, an increase of 98% over the previous year.5? Figure 10
shows the compliance costs of four globally leading banks.

Personnel costs for compliance also rose sharply: starting salaries range from €50,000
to €65,000, with management positions starting at €130,000 per year. 72% of financial
institutions report increased personnel costs for full-time and part-time compliance staff.5

These increases in costs are also due to regulations that are not specific to the industry.
The cyber security regulations in the US, the EU, China, India, Singapore, and Hong Kong
comprise 641 pages in the main documents alone, notincluding appendices. The European
DORA regulation comprises 79 pages plus 14 documents specifying the regulation
(technical and implementing regulatory standards (RTS, ITS) and guidelines).555.56:57
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Figure 9: When regulatory risks materialise

Each document contains dozens of individual requirements. The number of broken-down
requirements is therefore in the tens of thousands to hundreds of thousands if companies
operate globally. In summary, cross-market compliance is complex.

Harmonising requirements (e.g. between the EU, the US and China) is a key issue for
any institution operating internationally. There are many similarities, many differences and
some unique requirements. This means that institutions need access to highly specialised
knowledge about local regulations and how they interact with international markets. In
addition, different interpretations of laws, linguistic and cultural differences, and varying
control mechanisms make planning and implementation difficult.®

Even though many companies try to manage their compliance strategy centrally, they
often must rely on local branches for implementation. The sheer volume and dynamic
nature of the regulations overwhelm traditional, manual approaches.®
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To avoid this foreseeable dilemma, providers and institutions are experimenting with
technological solutions that use Al-supported methods, in particular, natural language
processing (NLP) and machine learning. The aim is to manage the increasing complexity.
Automated extraction and categorisation of requirements, summarisation of regulations
by subject area, and identification of overlaps, contradictions and unique selling points are
the means of choice.’' Figure 11 illustrates the advances in the legal competence of large
language models and their growing performance range in different task classes relevant
to compliance applications.

Regulation
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Figure 10: Compliance costs of the world's largest banks

Results are evident in the development of an efficient global regulatory framework that
avoids duplication, reduces redundancy and responds flexibly to change.®?

Initial industrial experience with these approaches reveals considerable regulatory
differences. A comparison of legal requirements in China, Russia, Uzbekistan, the
European Union and the United States therefore reveals some surprising findings.®

Although there are common core issues (e.g. data protection, consumer protection,
environmental standards), the detailed requirements and enforcement mechanisms
vary considerably. As a result, the supporting systems must be fragmented, creating a
patchwork of regulations with conflicting, overlapping or unclear requirements. These
contradictions can only be resolved at great expense in terms of human and financial
resources.546566

It is becoming clear that locally optimised approaches or bilateral agreements are no
longer sufficient. They do not provide efficient solutions that are free of overlaps for the
challenges facing global markets.®”

In today‘s geopolitical reality, a harmonised global consensus on legal and regulatory
standards is further away than ever. The reasons for this can be found in political tensions,
which reflect increasing economic competition and rapid technological development.5®
In addition, national and regional authorities are increasingly attempting to implement
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Regulation

locally limited regulatory approaches in order to mitigate the unintended consequences of

conflicting established requirements. However, this often results in even more conflicting

or redundant requirements on top of existing regulations.®

Advancement of Al models in the MBE exam — ChatGPT-4 vs. other LLMs

Al outperforms students in the Multi-State-Bar-Exam (MBE)

ChatGPT-4 outperformed the average student on the Multi-State Bar Exam in
2024, demonstrating its advanced reasoning and legal analysis capabilities.
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Figure 11: Al results in standardised tests

The starting point for standardisation should be to focus on existing commonalities. These

can be found in consumer protection, data protection and environmental standards.”®"

Figure 12 shows these commonalities schematically.
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Figure 12: Schematic illustration of regulatory similarities

A company that operates in different jurisdictions (MNE) is therefore faced with the

challenge of meeting requirements that are identical, similar or contradictory between

different jurisdictions.
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Figure 13: Three approaches to leveraging regulatory commonalities

Three approaches can therefore be identified (see Figure 13) to cover this set of global
requirements through guidelines:

1) Maximum approach — one size fits all

A comprehensive policy is being rolled out worldwide to cover legal requirements
in all countries. A single, globally applicable guideline that treats all jurisdictions
equally often seems to be the best way to deal with the complexity involved. It seems
centralised, making it easy to administer and train people on.

However, this approach is not feasible. As explained above, there are recurring,
irresolvable conflicts of law between jurisdictions that would undermine the
effectiveness of such a regulatory and organisational framework.

2) Minimum approach — individual policies in each jurisdiction

Several policies tailored to each jurisdiction and therefore legally compliant are
introduced. This ensures locally optimised conflict avoidance. Apart from the fact that
transitions to conflicting regulations in other jurisdictions must be supplemented, there
is a glaring disadvantage: operating costs are around 80% to 100% higher due to the
operation of parallel sets of rules.

3) Set-Cover-Ansatz—amathematically optimized global regulatory framework

The consolidation of specialist and legally similar requirements into clusters of different
jurisdictions as core policies helps to map the vast number of requirements efficiently.
These are supplemented by addenda that reflect the specifics of individual or different
jurisdictions, enabling cost savings of approximately 30 to 40%, as demonstrated by
the simulation results in Figure 18. This requires regular comprehensive legal and
economic analyses to be carried out to reflect changes.
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4 Covering and Fulfilling Requirements

Policies are the structural basis for ensuring that legal requirements can be implemented
within a company. Each policy covers a clearly defined part of the overall regulatory
requirements, ideally without covering any contradictory areas. Think of it as a collection
of rules, for example, data protection, IT security, or human resources. A set of rules is
fulfilled when a corresponding policy is implemented.

Not all legal requirements can be translated word for word into policies. Some regulations
are too general, too context-dependent or require individual legal case-by-case
assessments. Nevertheless, written policies form a stable foundation for the practical
implementation of a large part of the regulatory requirements. They create binding
commitments, traceability and repeatability, which are central elements of any functioning
compliance architecture. Even if policies cannot cover every eventuality, when embedded
in a GREF, they enable systematic compliance with requirements.

It is not only possible but often sensible to combine similar international requirements in a
single policy. Many regulatory provisions in different jurisdictions are based on the same
fundamental principles, for example in data protection, occupational safety, or anti-money
laundering. Even if the specific wording differs, they often require similar measures at their
core, such as securing personal data, conducting risk analyses, or training employees.

GRM

® Global
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Figure 14: Optimising policies by maximising synergy effects

When such common requirements are consolidated into a single, well-structured policy,
there is a clear advantage: companies avoid duplication, increase clarity and reduce
administrative effort. At the same time, implementation becomes more consistent and
efficient, as employees do not have to deal with slightly different sets of rules for each
jurisdiction. Instead, the policy follows a common denominator that meets the requirements
of several countries at the same time. This makes it possible to meet international standards
without bloating the rulebook and creates a uniform basis for global compliance.
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This fundamental consideration can be viewed mathematically: The costs (expenses)
associated with a policy can be modelled in relation to the legal requirements it fulfils. If the
requirements covered are similar, synergy effects arise, and the price does not increase
by the full cost of the second requirement, but proportionally to the degree of conformity.
More complex effects, such as declining returns, can also be modelled. Figure 14 shows
the quantification of synergy effects based on similarities in legal requirements.

The aim of GRF design should be to maximise these synergy effects: to cover as many
similar, non-contradictory requirements as possible together, so that exceptions are rare.
This consideration can be formalised mathematically as an optimisation problem.

5 Structural Support Through a Global
Regulatory Framework (GRF)

In order to cope with the complexity of global regulatory requirements, it is advisable to
establish a Global Regulatory Framework (GRF). This framework enables companies
to cover all legal requirements in all jurisdictions while minimising implementation,
maintenance and audit costs as well as potential fines and reputational damage, and to
set risk-based priorities if desired.

The GREF follows the principle of ‘jointly where possible, specifically where necessary’. It
consists of two module levels:

= Basic modules bundle globally applicable core requirements, such as basic data
protection settings.

= Country-specific modules cover local peculiarities, such as reporting obligations
in the EU or ESG reporting in Switzerland.

This modular structure maximises the reuse of proven regulations, reduces redundancies
and makes the entire work transparent and clear. Figure 15 lists the document types in a
GRF.

The GRF relies on a data-driven optimisation process to select the proper policies. First,
in a semi-automated step, all relevant requirements from the laws of the jurisdictions
involved are collected and grouped into clusters according to theme. Then, for each
cluster of requirements, the possible implementation and audit costs as well as potential
fines, reputational risks and opportunity losses are estimated. A decision-making model
then selects the clusters that cover all requirements while keeping the overall costs for the
company as low as possible.

Companies have two strategic implementation options:

1)  Full compliance ensures that every requirement is met in full form the outset. This
approach is particularly necessary in highly regulated areas.

2) Risk-based transition prioritises requirements whose non-compliance would
result in highest fines. Full regulation will then be phased gradually in consultation
with regulators.

GRM
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Both options can be flexibly combined depending on the business area and jurisdiction in
order to take advantage of positive arbitrage effects.
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Figure 15: The Global Regulatory Framework contains an ideal written order for an MNE. It optimally
covers all legal requirements of different jurisdictions.

The technical core of the GRF consists of:

= Requirement extraction supported by NLP tools that convert legal texts into
structured requirements.

= Assessment of policies according to predefined criteria (e.g. implementation
costs, running costs).

= Regular optimisation cycle that semi-automatically updates policy selection in
response to new legislation or audit results.

The final decision on the scope and pace of implementation remains with management or
the relevant authorities. Algorithms can provide data-driven recommendations.

A clear migration plan accompanies the transition from existing regulations to the new
GRF by closing gaps and eliminating duplicate regulations. Continuous updates and
internal and external audits ensure sustainability and guarantee that new requirements
are incorporated into the framework in a timely manner. Performance metrics measure
savings achieved, reduced violations and improved audit results, making the success of
the GRF transparent and manageable.
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6

The Four Steps in Developing a GRF

Figure 16 shows the four steps involved in creating an optimised GRF.

Regulation
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Figure 16: Systematic optimisation of policies through a combinatorial approach

Step 1: Translate legal statutes to requirements

The first step is to consolidate all local laws from all relevant jurisdictions and systematically
analyse their content. Then, the specific requirements are extracted, comparable to the
controls in ISO 27001. Each individual legal provision is converted into a standardised,
verifiable requirement.

Step 2: Initial grouping

Based on these requirements, a manageable pool of policy candidates is preselected.
Existing policies are examined to determine which requirements are already covered and
then supplemented with additional suggestions from thematic clusters, such as access
control, data protection or KYC. Optimised and altered versions of existing policies are
added to the pool of policy candidates.

Step 3: Rating and selection

In the third step, the policy candidates are evaluated in terms of their costs (implementation,
maintenance, audit, penalties for breach of regulations). The set of policies that meets all
requirements and minimises the total costs for the group is then selected. Alternative
objectives are also possible. Technically, this is done using a weighted set-cover model,
implemented as a mixed-integer linear programming approach with binary decision
variables, cover constraints and a cost objective.
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Step 4: Post-processing

Finally, an enforceable, hierarchically structured policy catalogue is created and the
selected policies are standardised with each other. At the same time, the modularity of
the framework is ensured so that it can be easily expanded with additional compliance
measures in the future.

A clearly defined migration plan accompanies the transition from existing regulations to
the GRF by closing gaps and eliminating duplication. Continuous updates and internal
and external audits ensure that new requirements are incorporated into the framework
in a timely manner. Performance metrics, such as percentage cost savings, the number
and severity of violations, and the proportion of audits with no findings, make savings, risk
reductions and audit successes transparent and manageable.

7 Efficiency Gains Through Algorithmic Optimisation

Regulatory requirements can be understood as elements of a common list of requirements.
There are three types of relationships between them: neutrality (no overlap), agreement
(partial agreement) and contradiction (incompatibility). Policies cover specific requirements
and can thus be understood as subsets of this whole.

Policy design as an optimisation problem
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Figure 17: Selecting the best set of policies from 65,000+ options

The optimisation approach seeks to identify the mix of policies that covers all legal
requirements while minimising overall costs. A schematic example is shown in Figure
17. Costs and benefits are quantified: a policy incurs implementation, maintenance and
training costs, but its coverage effect reduces the risk of fines and the effort required for
audits.
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Figure 18 shows how the annual compliance costs of a multinational company develop
with an increasing number of operating countries using three different policy design
strategies. The red line symbolises the minimum approach, in which a completely
separate policy is created for each jurisdiction. This curve rises almost linearly and very
steeply. Below it is the grey line, which represents the maximum approach. Here, a central
basic policy is supplemented by country-specific additions, due to the impossibility of
covering all conflicting requirements with the same policy, which leads to higher costs
than with the optimised procedure, but lower costs than with the minimal approach. The
green line, which represents the set-cover-optimised approach, is the lowest. It flattens
out significantly and shows that selecting an optimal combination of policies can greatly
reduce the cost increase per additional country.

With coverage of 30 countries, the set-cover-optimised approach results in annual savings
of around $300 million (approximately 30% of total costs) compared to the maximum
approach. This simulation shows that, especially as the number of jurisdictions increases,
the economic benefits of a set-cover-based compliance framework grow significantly and
that this approach offers MNEs the highest cost efficiency.

Regulation
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Figure 18: Set cover optimisation provides a cost-efficient global regulatory framework.

These results are based on the following effects:

= Reduced labour costs due to less duplicate processing.
= Reduction of risks, such as lower fines or damage to reputation.
= More efficient audits, as clearly structured rules simplify documentation.

All in all, algorithmic optimisation not only creates a more accurate picture of global
requirements but also lays the foundation for a resource-efficient and strategically coherent
compliance architecture with demonstrable economic benefits and high adaptability in a
dynamic regulatory landscape.
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Summary

In view of the increasing fragmentation of global regulation and rapid technological
developments, multinational companies are faced with the challenge of meeting
regulatory requirements efficiently, non-contradictory and cost-effectively. This
white paper has shown that traditional approaches, whether a one-size-fits-all approach
or complete decentralisation by jurisdiction, are reaching their limits and leading to
significantly higher operating costs and increased risks.

The set-cover approach presented here offers a pragmatic alternative by enabling a
modular Global Regulatory Framework (GRF) through combinatorial optimisation
and NLP-supported requirement extraction. By aggregating similar requirements in
base modules and mapping local specifics in supplementary modules, synergy effects
can be leveraged, compliance costs reduced by approximately 30%, and flexibility for
future legislative changes ensured. Algorithmic optimisation ensures that the GRF can
be continuously adapted to new framework conditions without significantly increasing
administrative overhead.

A pragmatic, step-by-step approach is recommended for successful implementation:

1) Build a database: complete recording of all relevant laws and regulations, both
global and local, in a central compliance database.

2) Pilot project: Testing the set cover model in a narrowly defined business area to
demonstrate validity and process efficiency.

3) Rollout plan: Development of a phased roadmap for expansion to other
jurisdictions and business areas, accompanied by clear milestones and KPls.

4) Governance & Monitoring: Establishments of a regular review and update loop,
supported by automated audits and performance metrics for monitoring success.

5) Change-Management: Accompanying training and communication measures to
promote acceptance and a sense of responsibility in all organisational units.

With this combination of mathematical precision, technical automation and clear
governance, companies can master regulatory complexity, sustainably reduce costs and
secure strategic competitive advantages in an increasingly fragmented environment.
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List of abbreviations
Abbreviation Description
Al Artificial Intelligence / Kiinstliche Intelligenz
ASML Advanced Semiconductor Materials Lithography
(Niederlandischer Chipmaschinenhersteller)
BCBS Basel Committee on Banking Supervision
BRICS Brazil, Russia, India, China, South Africa
BSI Federal Office for Information Security (Germany)
DSGVO General Data Protection Regulation (GDPR)
DORA Digital Operational Resilience Act
EMEA Europe, Middle East and Africa
ESG Environmental, Social, Governance
EU European Union
FTX Cryptocurrency Exchange FTX
GDP Gross Domestic Product
GRF Global Regulatory Framework
GRM Global Regulation Management
ICBC Industrial and Commercial Bank of China
IWF International Monetary Fund
ITS Implementing Technical Standards
Kl Artificial Intelligence (Deutsch: Kunstliche Intelligenz)
LLM Large Language Model
MNE Multinational Enterprise
NAII National Al Initiative (USA)
NIS2 Network and Information Security Directive 2
NLP Natural Language Processing
RTS Regulatory Technical Standards
SAP Systems, Applications, and Products in Data Processing
TSMC Taiwan Semiconductor Manufacturing Company
USA United States of America
us United States
UK United Kingdom
Global Regulatory Framework | White Paper | 2025 | © Global Regulation Management AG 26



Authors

Dr. Waldemar Grudzien | Managing Director

Waldemar is an expert in financial supervisory audits, information
security, and data protection. He supports clients in audits as well
as in meeting applicable requirements. As a PhD-qualified electrical
engineer and economist, and former employee of a banking industry
association, he has worked as a security expert in retail and online
banking.

Mail: wgr@globalregulation.com

Silas Diedrich | Associate

During his master’s degree in Theoretical Physics in Berlin, Silas
gained solid experience in quantitative methods and modelling. At
Global Regulation Management, he supports the risk, compliance,
and program management teams. As a consultant, he has worked
on projects related to compliance and cybersecurity for banks and
international tech companies.

Mail: sdi@globalregulation.com

Cassian Wegner | Fellow

Cassian studied business administration and gained practical
experience in Shanghai and Hong Kong in the areas of compliance,
private equity, and trade in China and Southeast Asia. At Global
Regulation Management, he supports the compliance and program
management team on projects at the interface between regulation
and international business development.

Mail: cwe@globalregulation.com

GRM

® Global
Regulation

Global Regulatory Framework | White Paper | 2025 | © Global Regulation Management AG

27



About Global Regulation Management AG

GRM enables regulation. Our mission is to develop compliant business organisations
for global institutions. We rely on a deep understanding of business processes, the
legal requirements in target markets and the use of modern software solutions. The
interweaving of business development, risk management and legal requirements in a
globalised business world is important to us. The results of our work are secure, compliant
and globally operating business organisations.

Copyright Claim

The contents of this publication are protected by copyright, and any reproduction
of this content, in particular the use of texts, parts of texts, entire sections or graphic
representations, requires the prior permission of Global Regulation Management AG. The
information presented is for informational purposes only and may not always be current and
is subject to interpretation. Verification of information should be carried out independently.
We assume no liability for any errors, omissions or inaccuracies in the content and for the
consequences of use of the information, nor are we responsible for any content on third-
party websites. The authors reserve the right to change, update or remove the content of
the publication as necessary. The logos or trademarks shown in text or graphics belong to
their respective companies. Global Regulation Management AG uses them exclusively for
educational purposes and does not claim ownership rights to these logos.

GRM

® Global
Regulation

Global Regulatory Framework | White Paper | 2025 | © Global Regulation Management AG

28



Global Regulation Management AG
Baarerstrasse 52

6300 Zug

Schweiz

info@globalregulation.com
https://globalregulation.com

GRM

® Global
Regulation



